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1 Introduction

1.1 Scope of Document

This document provides release notes details of the Intel® CSME Runtime Verification for supported Intel®
CSME FW based platforms.

1.2 Acronyms

Term Description
FwW Firmware
IFWI Integrated Firmware Image
Intel® CSME Intel © Converged Security and Manageability Engine
PCH Platform Control Hub
TGL Tiger Lake
CML Comet Lake
Intel® FIT Intel® Flash Image Tool
5
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2 Supported Configuration

The Intel® CSME Runtime Verification supports the following configurations:

Platform Code Name Intel® CSME Layout Version Comments
TGL 1.7
CML 1.6 The feature was implemented, validation did not
start yet.
6
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3 Updates in This Release

3.1 Intel ® CSME 1.0.0 Runtime Verification Features Updates

Feature Notes

Fields:
e FW version
Image Information e FW SKU Type
e PCH Type
e PCH Name

IFWI layout parsing:
e For each sub-partition directory entry
o Start and end offsets
o Sub partitions name

Layout Parsing

3.2 Intel ® CSME 1.0.0 Runtime Verification Usage Updates

Feature Notes

Image types:
e Fullimage
e CSE Region

Supported Image Inputs . . .
PP genp Note: pertains to CSE Region.bin binary file created

by Intel® FIT decompose folder.

Arguments list:

e —-help/-h
Provides help details for each argument.

e —-layout/-1
Required argument, the layout of the image. Possible
values: 1.7 or 1.6.

Arguments ; ]

e -—-image/-img
Required argument, binary image path.

e —-CSERegionOnly/-cse

Optional argument, defines the input image as a CSE
Image type. The default image type is full image.
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4 Open / Known Issues — to Date
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